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EXECUTIVE SUMMARY 
 
 
In January of 1999 Vice President for Business and Finance Craig Bazzani formed a committee to draft a 
policy for the University of Illinois towards the collection, maintenance, and use of Social Security 
numbers. The following is the report produced by this committee. The committee was composed of a 
cross-section of the University’s administration and included individuals familiar with the formulation of 
policy, electronic and physical business systems, and traditional University services.  
 
As a confidential piece of information the Social Security number falls under regulations of both FERPA 
and the Privacy Act of 1974. An increased awareness by University employees, students, applicants and 
volunteers of the confidentiality of Social Security numbers, in addition to the legal obligations, demands 
a rigorous and detailed policy be adopted. Failure to address the Social Security number issue in a broad 
and meaningful fashion exposes the institution to considerable risk. This risk includes, 

1. a loss of trust in the institution by employees, students, and the public; 
2. a loss of control of the business environment; and 
3. a significant financial cost. 

 
The committee took a three pronged approach to creating the policy statement. These were 
• to draft specific policy recommendations; 
• to include a management structure to provide accountability; and 
• to specify particular aspects of the implementation. 
 
Highlights of the policy statement include the following. 
• To formalize a University-wide identification number to be used in place of the Social Security 

number; 
• Standard ‘boilerplate’ language to be used whenever the Social Security number is collected; 
• The creation and maintenance of a list of entities or agencies, approved by Legal Counsel, with whom 

the University will release or exchange Social Security numbers; 
• The recommendation to begin developing the technological infrastructure for the internal exchange 

of confidential information; 
• The requirement that AITS develop guidelines for the use of Social Security numbers in electronic 

business systems; 
• Assigning the responsibility to oversee Social Security numbers to an administrator on each campus 
• The acknowledgement of our right to use the Social Security internally as required by business 

necessity; and 
• The adoption of a phased compliance strategy that allows adequate time for the development of the 

infrastructure necessary to meet all the requirements of the policy statement. 
 
The committee also strongly recommends that selective legacy datasets be ‘retrofitted’ with the new 
University ID number. This will allow for the smooth transition to an electronic environment not 
dependent on Social Security numbers and that external agents of the University can continue functioning 
without significant disruptions.  
 
Each specific section of the policy statement has an accompanying commentary in this report. 
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INTRODUCTION / OVERVIEW 

 
 
 

When an individual enrolls in or is hired by the University of Illinois, both parties enter into a 
relationship. This relationship is increasingly formalized over time and to some degree predicated on the 
idea of trust. One of the most important ways in which the University demonstrates its worthiness to 
share in this relationship is by protecting the considerable body of information it collects about 
individuals that can be considered confidential or private.  

Beyond this expression of principle, the University is obligated to adhere to the specific laws 
that protect and govern the handling of this confidential information. The two most applicable laws are the 
Family Educational Rights and Privacy Act (FERPA) and the Privacy Act of 1974.  FERPA has some 
applicability to the use and dissemination of student Social Security numbers because it prohibits 
dissemination of confidential student records to third parties without the student’s consent, which 
includes Social Security numbers. The Privacy Act very specifically regulates use of any person’s Social 
Security number by a government agency, stating: 
 

'(a)(1) It shall be unlawful for any Federal, State or local government agency to deny to any 
individual any right, benefit, or privilege provided by law because of such individual's 
refusal to disclose his social security account number. 

    '(2) the (The) provisions of paragraph (1) of this subsection 
         shall not apply with respect to – 
          '(A) any disclosure which is required by Federal statute, or  
               '(B) the disclosure of a social security number to any Federal, State, or local 

agency maintaining a system of records in existence and operating before January 
1, 1975, if such disclosure was required under statute or regulation adopted prior to 
such date to verify the identity of an individual. 

  '(b) Any Federal, State, or local government agency which requests an individual to disclose 
his social security account number shall inform that individual whether that 
disclosure is mandatory or voluntary, by what statutory or other authority such 
number is solicited, and what uses will be made of it.'1 

 
As reasonably understandable as this passage is, many questions naturally arise when interpreting 

it in the context of the University of Illinois. When can the University ask for the Social Security number? 
When should it? What does the University have to tell individuals when the Social Security number is 
collected? Is the University currently using the Social Security number in an adequately safe and secure 
manner? Who is allowed to see the Social Security number once it has been collected? 

Addressing these questions required examining a broad range of issues. Questions of policy were 
certainly discussed, but so were issues relating to implementation, data management, and principles of 
privacy. It quickly became apparent that while many individuals and individual offices were working to 
protect and minimize use of Social Security numbers, without a cohesive institution-wide management 
structure there was no way to ensure the proper handling of Social Security numbers.  

The recommended policy statement produced by the Social Security number committee creates 
this management structure in three ways: 

 
1. It recommends an institutional policy on the handling of Social Security numbers;  
2. It requires that each campus assign to an office or administrator the responsibility to oversee 

Social security number usage for that campus; and 
3. It outlines specific and recommended changes to the business practices and electronic 

systems of the University to accomplish the objectives of the policy statement. 
 

                                                             
1 Section 7 of Pub. L. 93-579. The full text of FERPA and the Privacy Act are available from the Social 
Security number project web site. 
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These three – policy, accountability, and implementation – are required in order to ensure that the 
University of Illinois’ handling of Social Security numbers is adequate to meet both the letter and the 
spirit of the law.   
 Underscoring the serious necessity to meet, at a minimum, the letter of the law, is the risk the 
University absorbs by failing to do so. This risk falls into three categories: 1) loss of trust in the 
institution from students, employees, and the public; 2) loss of control of the business environment; and 
3) financial risk. 
 
1. Loss of trust in the institution. While not easy to quantify on a spreadsheet, in an era where higher 

education must compete for state and federal funding, the reputation of the University strongly 
informs the decisions of legislators and alumni. How can legislators trust the University with 
millions of dollars, or students entrust their education to us if the University can not be trusted with 
confidential information? A loss of trust in the institution will only lead to the erosion of our 
covenant with students and the imposition of external accountability measures. 

2. Loss of control of the business environment. Legal precedent exists in which the courts have ordered 
a University to address Social Security number issues in an emergency fashion.  In 1992 a federal 
judge issued a preliminary injunction requiring Rutgers to modify their SSN collection practices in 
anticipation of a trial.2 If faced with meeting the demands imposed by a court, the University would 
have to abandon any strategic plans for system development and resource distribution. The disruption 
to business practices in this situation is unimaginable. 

3. Financial risk. In addition to the possibility of facing civil suits brought by students, all unauthorized 
releases of student Social Security numbers by the University of Illinois must be reported to the 
Department of Education. It is within the jurisdiction of Department of Education to cut off federal 
funds to the University as punishment for mishandling Social Security numbers. At present this is on 
the order of $30 million. 

 
 

This report goes beyond merely explaining the rational behind each section of the policy statement, 
and captures much of the additional information, concerns, and recommendations that were addressed by 
the policy committee and working groups. Each section of the analysis delineates not only the reason 
behind each recommendation but the intent. It is hoped that as the policy statement is implemented this 
report will serve as a useful guideline to its interpretation. 
 

Finally it should be acknowledged that the regulatory environment that informs any policy involving 
Social Security numbers is a fluid and inconsistent one. On one hand FERPA and the Privacy Act of 1974 
provide students with the explicit right to withhold their Social Security number. On the other, the IRS 
requires us to provide them with the Social Security number of every tuition-paying student. The IRS is 
aware of this conflict and the difficulty it causes Universities, and is working towards finalizing new 
regulations that will clarify the University’s obligation to collect Social Security numbers. In the final 
analysis the issue of our obligation towards the IRS and students will require active and ongoing 
management. 
  
 
 

                                                             
2 Krebs v. Rutgers. 797 F.Supp. 1246 (D.N.J. 1992). 
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METHODOLOGY 

 
 
 

One of the great strengths of an institution of the size and scope of the University of Illinois, is 
the experience and expertise of the individuals that constitute its population. An examination of the 
committee roster reveals a constituency deeply familiar the University’s business systems, in addition to 
the formulation of policy, the interaction of students and employees with the administration of the 
University, and the University’s participation in the larger community of higher education. During the 
execution of the Social Security number project, the committee was driven by two fundamental 
principles: 1) everyone on the committee had a unique and valuable perspective that needed to be 
expressed and captured; and 2) open communication and discussion were the best approach to issue 
resolution. Confounding this, however, was the large size of the policy committee (27 members). Three 
steps were taken which allowed for the application of these principles.  

First, the committee chair individually interviewed each member of the policy committee. This 
ensured that each committee member had an opportunity to express his or her particular concerns and 
recommendations. Second, two smaller working groups were formed. The Reporting Working Group 
examined the issues and potential impact of any policy statement on reporting and related issues.  The 
Technology Working Group focused on the ramifications for the University’s electronic systems. Finally, 
a web site was created (http://www.pb.uillinois.edu/Internet/html/ssn_project.html) upon which all 
communication between the committee chair and the committee members, including all documents, 
meeting summaries, and project plans were available. 

In particular, the working groups permitted a level of discussion and dialog that would have been 
difficult to maintain with the larger policy committee. The membership of these working groups was not 
exclusively drawn from the larger policy committee. No attempt was made to constitute these working 
groups with equal representation across the institution: to do so would have resulted in very large teams 
and thus defeated the reason for forming the working groups in the first place. 

The committee and working groups examined how other Universities have addressed the question 
of Social Security number usage, what requirements were legally binding upon the University, and what 
were the risks to the University of failing to fully address the Social Security number issue. The 
committee was also determined to produce a policy statement that was both sustainable and provided 
specific guidelines for those implementing the policy. Thus many recommendations contained in the 
policy statement specifically address the implementation and management, and thus accountability, of the 
policy. The fundamental objective was to create a policy statement that was informed by as thorough a 
review of the issues as possible. This has resulted in a policy statement comprehensive enough to ensure 
the University will not have to revisit the issue of Social Security number collection and usage for the 
foreseeable future. 

The general procedure was for the working group to meet and summarize &/or identify the major 
issues that needed to be addressed in the policy statement. These were then shared with and discussed by 
the policy committee. The process was then repeated through the final draft of the policy statement (and 
this report). As a matter of procedure, even for the smaller working groups, scheduling meetings so that 
representatives from all three campuses could meet was very difficult. After the first round of meetings, 
(at the point when draft documents were being discussed) the various groups resorted to electronically 
distributing documents, with the committee chair coordinating the drafts and feedback. Once a fairly 
complete draft was created, copies of the draft policy and report were provided to the faculty senates on 
all three campuses. The full committee discussed the responses and a rigorous effort was made to address 
their concerns. 

 
The chronology of the meetings was as follows: 
 
Jan 20th – Feb 10th: Individual meetings between the committee chair and the various policy 
committee members 
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Mar 4th – Mar 12th: Each working group met to formulate a preliminary catalog of issues and 
concerns 
Apr 4th – Apr 28th: The larger policy committee met in local campus meetings to review the 
results of the working groups 
May 20th – Jun 30th: The working groups electronically reviewed and critique a draft policy 
statement and report produced by the committee chair 
July 1st – Oct 1st: The policy committee electronically reviewed and critiqued a revised policy 
statement and report. 
Oct 1st – Nov 1st: The policy committee met to sign off on the final version of the policy 
statement and report. 
 
Throughout this period the committee chair also met with a number of individuals (concerned 

with the impact and significance of FERPA on a University Identification Number for example), Legal 
Counsel, and AITS. These meetings addressed individual concerns, examined the relationship of the Social 
Security number project to other University projects, such as the ERP effort, and ensured that committee 
recommendations met with the approval of Legal Counsel. 

 



Page 10 

NEXT STEPS 
 
 
 
 A policy statement, regardless of how successful or well thought out, is merely an expression of 
intent. However the implementation of a policy need not be viewed as an unavoidable chore but as an 
opportunity to breathe life into spirit of the policy. Consequently, how the University proceeds with the 
implementation of the policy statement will largely inform how the University community of students, 
employees, and the public, view the seriousness of the University’s intent. 
 
 Imperative for the establishment of the policy is the need for the campuses to move quickly to 
assign the responsibilities delineated in section I.1 and II.1 to campus and University officers or 
administrators.  As the policy statement requires, these administrators and their offices will be expected 
to provide leadership and direction for continuing efforts to become compliant with the Social Security 
number policy. With the exception of actually modifying existing electronic business systems, every 
aspect of bringing the University into compliance with the Social Security number policy will be directed 
from these responsible offices. However, it is not the intent of this policy to create new fulltime 
positions; the role described is a new one assigned to existing employees.  
 
 An early priority for these offices will be to produce an inventory of systems that need either 
immediate remediation or are not slated for replacement by new system development efforts, such as the 
ERP project. The priority of and resources for fixing campus-level systems will have to be determined 
and made available by the usual campus procedures. University-level systems that meet this requirement 
will need to be addressed during the yearly priority setting process for AITS.  Systems that need 
immediate remediation will have to be accommodated by the responsible units regardless of when 
during the resource allocation cycle problems are uncovered. 
 
 In coordination with each other, the Social Security number offices should assign a liaison to the 
various system-level projects that are of significance for Social Security number usage. These are 
projects such as the ERP project, any efforts directed at the secure transmission of confidential data, and 
examinations of the UIN issue. Similarly these offices should begin working as soon as possible with 
AITS to formalize the data management policy towards Social Security numbers outlined in section II.3. 
 
 Finally, by adopting a program to fully educate the University community of the confidential 
nature of the Social Security number, the University of Illinois can protect employee and student privacy, 
and thus meet the spirit of both the law and the policy statement.  While the goal for full compliance with 
the policy statement is five years from its adoption, most of this time is necessary to replace problematic 
electronic systems. Between education and the adoption of the boilerplate language in sections II.2, the 
University can attain 90% of its goals in a much shorter timeframe, with a minimum of expense. 
 
In summary, the next steps to follow upon are: 
 

1. Adoption of the policy statement; 
2. Establishment of the SSN offices; 
3. Inventory and prioritization of system remediation & the allocation of 

resources; 
4. Establish formal contacts between SSN offices and various University 

projects; 
5. Establish the electronic information system and educational program outlined 

in section II.1.5 & II.1.6 of the policy statement. 
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ADDITIONAL RECOMMENDATIONS & ISSUES 

 
 
HISTORICAL AND LEGACY DATA 
 

It is a common misconception to think of ‘legacy’ data as ‘old’ data. For organizations such as the 
Alumni Association or the U of I Foundation, historical records are operational data. Additionally the 
committee recognized that as the University reduces or eliminates reliance on Social Security 
numbers, it will be come increasingly difficult to report on individuals or the activities of the 
University over time. Legacy data will remain structured by Social Security number, while a UIN or 
some similar mechanism would key newer data.  
 
Legacy (or “historical”) data that is continuing to be maintained and integrated with existing 
University data must be included in the conversion and ongoing assignment of UINs. The team 
therefore recommends the selective retrofitting of legacy datasets with UINs. In particular it was 
suggested that as legacy data is permanently archived, as systems and platforms (such as the 
mainframe) are replaced, a UIN would be assigned to individuals whose records are maintained by the 
University.  
 
It is important that this assigning of UINs take place over both the alumni and employee populations. 
The goal of this effort is to provide a smooth mechanism for institutional reporting over both legacy 
and contemporary data, and to allow integration of new data with legacy data maintained by the 
Alumni Association and the U of I Foundation.  

 
 
EXTERNAL SYSTEMS  
 

The University exchanges information with a number of entities that exist in a gray area between 
external and internal. Examples of such entities are the UI Foundation, the Alumni Association, and 
the IBHE. In both of these examples the Social Security number is the primary means for identifying 
and tracking individuals. For the Foundation and the Association, Social Security numbers are also 
provided to commercial services to assist in tracking alumni. As with all other external entities, each 
of these will be evaluated by Legal Counsel and added to the list of entities maintained by the campus 
Social Security number offices. 

 
 
TEMPORARY  ID NUMBERS AND THE IRS 
 

The University is required to file reports to the IRS on all tuition paying students as well as 
employees. Presently it is impossible to enroll students without placing a value in the student’s 
Social Security number field in our electronic systems. Students for whom the University lacks a 
Social Security number or refuse to supply their Social Security number are assigned a temporary ID 
number to serve in place of their Social Security number. The University has assured the IRS that 
these temporary ID numbers will not appear on any reports submitted to them. Mechanisms to filter 
these temporary ID numbers must be created immediately – this remediation effort cannot wait until 
the remediation phase of the implementation spelled out in the policy statement.
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POLICY RECOMMENDATIONS AND ANALYSIS

 
 
 

 
“ I.1. Each campus, including University Administration, will assign to an 
existing administrator the responsibility of overseeing Social Security 
number usage on its campus. These administrators control the Social 
Security number and their approval will be required to use the Social 
Security number in any new electronic system. Specific responsibilities are 
spelled out in the Implementation section below (II.1). Each campus is free 
to choose an administrator that best fits its individual administrative model. 
The University Administration administrator will represent University 
Administration and provide an institutional perspective to all dialog 
between these administrators.” 
 
Category: Sustainability, Pan-Campus Coordination, and Accountability. 
Comment: It is important that a resource exist on each campus to assist individuals and 
offices with resolving questions and issues pertaining to Social Security numbers. 
Without such a resource a consistent interpretation of policy is placed at risk. By 
allowing each campus to select the most appropriate office given its current business 
and policy practices, each campus office can remain flexible and sensitive to the 
specific needs of its various constituencies. However, as is spelled out in the 
implementation section, all three offices must coordinate their efforts and provide a 
single electronic source of information about Social Security numbers. The University 
must enforce a common and consistent policy towards Social Security numbers 
throughout the University. Ensuring that all three campus offices implement a single 
policy will be the primary responsibility of the University Administration administrator.  
 
 
“ I.2. A University wide Unique Identification Number (UIN) will be assigned to all 
students, employees, and other associated individuals, such as contractors or 
consultants. The UIN will be considered a public piece of information. This UIN will 
be assigned at the earliest possible point of contact between the individual and the 
University. The UIN will be used in all future electronic and paper data systems to 
identify, track, and service individuals associated with the University. It will be 
permanently and uniquely associated with the individual to whom it is originally 
assigned. 
 

I.2.1 The UIN will be considered the property of the University of Illinois, 
and its use and governance shall be at the discretion of the University, 
within the parameters of the law; 
I.2.2 The UIN will be maintained and administered by the Office of 
Administrative Information Technology Services (AITS); 
I.2.3 The UIN will be a component of a system that provides a mechanism 
for both the public identification of individuals and a method of 
authentication; 
All services rendered by the University of Illinois and electronic business 
systems will rely on the identification and authentication services provided 
by this system.” 

 
Category:  Sustainability, Pan-Campus Coordination, and SSN Replacement. 

SECTION I.1 

SECTION I.2 
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Comment:  The question of a University ID number received more discussion than any 
other issue considered by the policy team. It was widely recognized that 1) no 
meaningful reduction of reliance on Social Security numbers was possible without 
implementing an ID number system; 2) how the ID number problem is resolved will have 
significant impact on nearly every aspect of how the University of Illinois does business 
in the future; and 3) the issue is more complex than is immediately apparent. 
 
 
For example, presently the Social Security number is called upon to function in three 
ways. First, it is used as a common field in nearly every electronic system the University 
maintains (as well as many paper, microfilm, and filing systems) to link or combine 
information. Second, it is used to identify individuals when providing services (such as 
renewing a parking space). Finally, it is also used to authenticate an individual, before 
providing other more confidential services, such as releasing a transcript. Any 
identification number system would have to be able to provide all three of these 
functions. 
 
Though it was beyond the scope of the policy team to provide a comprehensive body of 
requirements for an ID number system, the following requirements were identified as 
the minimal set for adequately replacing the present reliance on Social Security 
numbers. 
 
1. The system will require both a public and a private identifier. For example it may 
assign a UIN which will be considered public and suitable for public posting, to every 
individual. It would also thus require a private component such as a Personal Information 
Number (PIN) or a password. The UIN (or a photo ID) could be used at public points of 
service, such as the charging of library books or admittance to cafeterias or parking lots. 
The UIN together with the authentication provided by the PIN would permit transactions 
involving personnel or student information, financial transactions or other similar 
services. 
 
2. The system will have to be real-time. It will have to accept dynamic requests to 
generate and validate UINs, and validate UIN and PIN combinations.  
 
3. The system must be integrated with all points of service provided by the University. If 
a student, for example, arrived at a cafeteria and had forgotten his or her ID card, the 
cafeteria would have to be able to quickly query and test the student to confirm his or 
her identity. This suggests that the system must include or access a core body of 
demographic information (including the Social Security number and perhaps a 
photograph) about all University students and employees. 
 
The policy team recommends that the UIN be assigned to individuals as soon as possible 
during their interaction with the University. It was suggested, for example, that every 
student application have a UIN associated with it. Similarly a procedure will have to be 
developed to ensure newly hired employees are assigned a permanent UIN as soon as 
possible in the hiring process. 
 
The same principle applies when dealing with individuals associated with the University 
but not students or employees, such as contractors, consultants, and patients at the 
Medical Center. In addition it is recognized that certain University services (particularly 
computer accounts) use a network ID and password combination. While coordination 
between any ID system and these is desirable, the intent here is not to force the 
computer services to rely on the UIN/PIN combination. 
 

SECTION I.2  
(CONTINUED) 
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Additionally the team recognizes that the current I-Card system, maintained by the UIUC 
Housing Division, is a solid foundation for building a new UIN system. The team 
recommends that the existing body of I-Card numbers be preserved in the new UIN 
system, and the expertise developed by the I-Card staff be utilized in constructing the 
UIN system. 
 
“I.3 The University of Illinois will adopt a phased compliance strategy with the goal 
of attaining complete compliance with this policy statement within five years of its 
adoption.” 
 
Category: Implementation. 
Comment: Presently the University is planning to replace its large business and student 
systems. Successful remediation of Social Security number issues requires 
coordination with these efforts. In addition it is also clear that simply prioritizing 
remediation efforts is not a trivial task. The most cost-effective strategy for dealing with 
these issues is to break the remediation effort into a series of smaller, more manageable 
steps; after completing each step a natural opportunity for re-evaluation arises. The first 
phase, adopting a policy, assigning responsibilities to campus offices, and educating and 
training students and employees, provides a solid foundation for subsequent phases. 
These phases are more fully discussed above in the section labeled ‘Next Steps’ (page 
10).  
 
“I.4 Grades and other pieces of personal information will not be publicly posted or 
displayed in a manner where either the UIN or Social Security number identifies the 
individual associated with the information.” 
 
Category: Legal Requirement, and Pan-Campus Coordination. 
Comment: Many of the discussions of the UIN revolved around its nature as either a 
public or private identifier. Could, for example, the UIN be posted with confidential 
information, such as grades? Public posting of any piece of confidential information 
generally violates federal law. Confidential information should only be made available 
after an individual has passed some sort of authentication test (such as presenting a 
photo ID, or UIN and PIN combination). It was agreed that the simplest way to resolve 
the issue would be to include this statement which prevents the public posting of 
confidential information. This decision was premised on the notion that in the near 
future students would access test or course results via an electronic interface (such as a 
web browser) during which their identity would be authenticated. 
 
 
“I.5 Social Security numbers will be electronically transmitted only through 
encrypted mechanisms.” 
 
Category: Security, and Protection of Confidential Information. 
Comment: Many of the offices represented on the policy team and working groups, 
referred to the common practice of transmitting Social Security numbers between 
offices by email. In general email results in the message content being transmitted in 
plain text, susceptible to the most unsophisticated ‘hacking’.  The concern was 
expressed that whatever mechanism is adopted to ensure the security of Social Security 
numbers will add too much difficulty to the exchange of information. The policy team 
recommends that the campuses and AITS coordinate on a mechanism that provides 
secure transmission of confidential information without over burdening the end users. 
An example of such a mechanism would be a Virtual Private Network (VPN). Failure to 
address and resolve this issue could expose the University to both embarrassing public 
exposure as well as legal difficulties. 

SECTION I.3 

SECTION I.4 

SECTION I.5 
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“I.6 All University forms and documents that collect Social Security numbers will use 
the language included below (II.2) and will indicate whether request is voluntary or 
mandatory. Forms and documents will be modified on an as reprinted basis with full 
compliance by fall 2002.” 
 
Category: Legal Requirement. 
Comment: The Privacy Act of 1974 requires that whenever a Social Security number is 
collected, the collector a) indicate whether the collection is mandatory or voluntary; b) 
by what statutory or other authority such number is solicited; and c) disclose the manner 
in which the Social Security number will be used. The goal behind section 1.6 is to meet 
this federal requirement. It has the added benefit of ensuring uniformity across the 
University with regard to the collection of Social Security numbers.  
 
 
“I.7 Paper and electronic documents containing Social Security numbers will be 
disposed of in a secure fashion.” 
 
Category: Security, and Protection of Confidential Information. 
Comment: As the University works to raise awareness of the confidential nature of the 
Social Security number, awareness of the value of the Social Security number also 
increases.  This suggests that the University must eliminate opportunities for the theft of 
Social Security numbers. An obvious source of Social Security numbers is the great 
number of printed forms and reports that contain the Social Security number that are 
disposed of in an insecure manner. This clause closes what must be the simplest means 
to steal Social Security numbers from the University. 
 
 
“I.8 Except where the University is legally required to collect a Social Security 
number, individuals will not be required to provide their Social Security number, 
verbally or in writing, at any point of service, nor will they be denied access to those 
services should they refuse to provide a Social Security number. However, 
individuals may volunteer their Social Security number if they wish as an alternate 
means of locating a record.” 
 
Category: Legal Requirement. 
Comment: This section addresses the heart of the FERPA /Privacy Act requirements on 
Social Security number usage. With the exception of where the University is legally 
obligated to collect the Social Security number, the student or employee may refuse to 
provide this number without being denied the service in question. However if, for 
example, a student has forgotten his or her UIN, it is acceptable for the University to ask 
the student or employee for his or her Social Security number as a means of identifying 
or authenticating the individual’s identity in order to provide a service. 
 
 
“I.9 Social Security numbers will be released by the University to entities outside the 
University only 
 

I.9.1 As allowed by law ; 
OR 

SECTION I.6 

SECTION I.7 

SECTION I.8 

SECTION I.9 
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I.9.2 When permission is granted by the individual; OR 
I.9.3 When the external entity is acting as the University’s contractor 
or agent and adequate security measures are in place to prevent 
unauthorized dissemination to third parties; OR 
1.9.4 When Legal Counsel has approved the release.” 
The list of approved entities will be jointly maintained by the three 
campus offices responsible for Social Security number oversight. 

 
Category: Legal Requirement. 
Comment: One of the more problematic aspects of creating the Social Security number 
policy has to do with the question of to whom the University may release or exchange 
Social Security numbers. In many circumstances the University is required to release 
Social Security numbers (such as to the National Student Loan Clearinghouse, or the 
IRS); however, traditionally Social Security numbers have been exchanged with a number 
of other entities as the only reliable means of identifying individuals. Legal Counsel will 
have to examine these entities to determine the validity of their claim to Social Security 
numbers. In addition there may be situations in which an individual would also have to 
approve the release of the Social Security number.  
 
To simplify this process, note the Implementation clauses II.1.3 and II.1.4. These require 
the campus offices overseeing Social Security numbers to coordinate on a single list of 
approved entities with which the University may exchange or release Social Security 
numbers. Failure to maintain the list of approved entities, or failure to use this list 
exposes the University to all the risk factors delineated in the introductory remarks. 
 
 
“I.10 The Social Security number may continue to be stored as a confidential 
attribute associated with an individual. The Social Security number will be used as 
 

I.10.1 Allowed by law; 
I.10.2 A key to identify individuals for whom a UIN is not known.” 

 
Category: Legal Requirement, and Business Necessity. 
Comment: Even with a fully operational identification system in place, it is clear that 
the Social Security number will be a valuable portion of the demographic information 
the University maintains on its students and employees. When interacting with alumni 
far after their time at the institution, it will serve as a powerful tool for identifying 
individuals who have lost or forgotten their UIN.  In addition, recent changes in federal 
law (e.g., the Taxpayer’s Relief Act) have increased the University’s obligation to 
collect Social Security numbers. This statement expressly states the University’s right 
to include the Social Security number with an individual’s confidential record. 
 
 
“I.11 This policy does not preclude, if a primary means of identification is 
unavailable, University of Illinois employees from using the Social Security number 
as needed during the execution of their duties. The other aspects of this policy 
statement bind such usage.” 
 
Category: Business Necessity. 
Comment:  It is the opinion of Legal Counsel that authorized internal uses of Social 
Security numbers are not ‘disclosures’ for which consent is required. This is supported 
by the research of the committee into the practices of other Universities.  
 

SECTION I.10 

SECTION I.11 
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The purpose of explicitly including this language in the policy statement is to a) 
acknowledge this right; and b) provide guidance to those employees that must utilize 
Social Security numbers to complete their duties. 
 
 
 
“I.12 Social Security numbers will only be collected in circumstances where the 
collection is mandated by a government agency.” 
 
Category: Legal Requirement 
Comment: The University is obligated to collect the Social Security number for the 
vast majority of individuals associated with it. The complications that results from 
attempting to collect them from those few that are entitled to withhold their Social 
Security number far outweigh any advantage gained by the attempt. The only caveat for 
this requirement involves ambiguous or conflicting statutes where the University is 
obligated to report the Social Security number and the student is permitted to withhold 
it. 
 
 
 
“II.1 Each campus Social Security number office will have the responsibility to: 
 

II.1.1 Oversee and ensure the implementation of this policy 
statement; 
II.1.2 Provide support, guidance, and problem resolution for offices 
working with Social Security numbers; 
II.1.3 Serve as an intermediary between campus units and University 
Legal Counsel when an opinion on the release or exchange of Social 
Security numbers is required; 
II.1.4 Maintain a list of entities, approved by Legal Counsel, to whom 
Social Security numbers may be released; 
II.1.5 Coordinate with the other campus Social Security number 
offices to create an electronic system to function as the central 
distribution mechanism for information pertaining to Social Security 
number usage at the University; 
II.1.6 Coordinate with the other campus Social Security number 
offices to produce a University-wide educational program to train 
employees on the handling of Social Security numbers and make 
students aware of their rights and responsibilities with regard to 
Social Security numbers; 
II.1.7 Meet regularly to resolve differences in implementation 
procedure to ensure uniformity across the University in 
implementation details, and an adherence to the spirit of this policy 
statement.” 
II.1.8 Authorize the use of Social Security numbers in new electronic 
business systems. 

 
 

Category: Sustainability, Pan-Campus Coordination, and Accountability. 
Comment: As explained in the commentary to Section I.1, establishing the Social 
Security number offices works toward a) establishing a mechanism by which the policy 
may be implemented;  b) providing a resource for campus units confronted with 
implementing this policy statement; and c) ensuring a uniform policy exists across the 
institution over time.  Section II.1.1 addresses point a; sections II.1.2 to II.1.4 addresses 

SECTION II.1 

SECTION I.12 
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point b; while sections II.1.5 to II.1.7 work towards the goal of point c. The language 
used in section II.1.5 is intentionally ambiguous. The obvious intent is the creation of a 
World Wide Web (WWW) site – however the ambiguity allows some freedom to 
respond to changes in the electronic data exchange environment of the University. 
 
 
 
 
 
 
 
“II.2 All University forms and documents that collect Social Security numbers will use 
the language included below. It is understood that this language will be implemented 
on an ‘as reprinted’ basis for existing paperwork, with a full compliance date of fall 
2002. If situations arise in which the following statements are not appropriate, the 
administrators described in section I.1 will work with Legal Counsel to provide an 
appropriate alternative statement.  
 

II.2.1.1 Student 
“Use of Student Social Security numbers: Furnishing a Social Security 
number (SSN) is voluntary and not required for enrollment. However, the 
University of Illinois is required by federal law to report to the Internal 
Revenue Service (IRS) the name, address and SSN for persons from whom 
tuition and related expenses are received.  Federal law also requires the 
University to obtain and report to the IRS the SSN for any person to whom 
compensation is paid. Failure to provide such information may delay or even 
prevent your enrollment. The University will not disclose a SSN for any 
purpose not required by law without the consent of the student.” 
II.2.1.2 Employee 
“Use of Employee Social Security numbers: The University of Illinois is 
required by federal law to report income along with Social Security numbers 
(SSNs) for all employees to whom compensation is paid.  Employee SSNs are 
maintained and used by the University for payroll, reporting and benefits 
purposes and are reported to federal and state agencies in formats required 
by law or for benefits purposes.  The University will not disclose an 
employee’s SSN without the consent of the employee to anyone outside the 
University except as mandated by law or required for benefit purposes.” 

SECTION II.2 
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II.2.1.3 General Statement for student handbooks and course timetables 
"The University of Illinois is committed to protecting the privacy of its 
students, employees, and alumni, as well as other individuals associated with 
it. At times the University will ask you for your Social Security number. 
Federal and state law requires the collection of your Social Security number 
for certain purposes such as those relating to employment and student loans. 
Whenever your Social Security number is requested the electronic or physical 
form used to collect your number will be clearly marked as to whether this 
request is voluntary or mandatory. 

 
Why does the University ask for your Social Security number when it isn't 
mandatory, such as at enrollment? The University is required by the IRS to 
supply them with the name, address, and Social Security number of every 
tuition-paying student. The IRS relies on these lists to certify education 
related tax credits. The University cannot provide the IRS with this 
information without a valid Social Security number. Consequently, if you 
intend to take advantage of any education related deductions it is important 
that the University have a valid Social Security number for you. 

 
Further, the University is required to have a valid Social Security number 
before an individual can entered into any business system involving financial 
transactions. Thus without your Social Security number the University cannot 
grant an assistantship, waiver, or provide employment. Providing the 
University with your Social Security number in advance is the safest way to 
ensure that these services are available with the least delay. 
 
Finally, many of the University’s legacy computer systems (those built before 
the creation of the I-Card) rely on the Social Security number to track students 
academic and financial records. Supplying a valid Social Security number 
helps the University maintain these records as accurately as possible. 

 
Social Security numbers collected by the University may be used in a variety 
of ways, such as but not limited to the following. 
1. To identify such student records as applications for admission, 
registration-related documents, grade reports, transcript and certification 
request, medical immunization records, student financial records, financial 
aid records, and permanent academic records; 
2. To determine eligibility, certify school attendance, and report student 
status; 
3. As an identifier for grants, loans, and other financial aid programs; and 
4. To identify and track employment or medical records.  
The University of Illinois is working to minimize the use of Social Security 
numbers within its business processes. The Social Security number will not be 
disclosed to individuals or agencies outside the University of Illinois except 
as allowed by law or with permission from the individual. This statement was 
created for informational purposes only and may be amended or altered. For 
a full description of the University of Illinois’ Social Security number policy, 
please visit http://SomeFutureSite.edu." 

 
 
Category: Legal Requirement, and Pan-Campus Coordination. 
Comment: See the discussion of section I.6. With regard to the language used in 
section II.2.2 it is understood that this will be modified by the Social Security number 
offices as needed to respond to the University’s changing data environment. 
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“II.3 Administrative Information Technology Services (AITS) in conjunction with the 
campus Social Security number offices will, as part of its data management strategy, 
develop a set of guidelines addressing the handling of Social Security numbers in 
electronic systems. Adherence to these guidelines in all future development will be 
considered a requirement of this policy statement.  These guidelines will explicitly 
address: 
 

II.3.1 The display of Social Security numbers on computer terminals, screens, 
and reports; 
II.3.2 The security protocol required to access Social Security numbers when 
they are included in part of an electronic database; 
II.3.3 Alternate mechanisms for integrating data other than the use of Social 
Security number; 
II.3.4 The legal requirement to maintain confidentiality of the Social Security 
numbers imposed by the Family Educational Rights and Privacy Act and the 
Privacy Act of 1974; 
II.3.5 Obtaining permission to include the Social Security number in a system 
from the administrator designated in section I.1.” 

 
Category: Sustainability, Pan-Campus Coordination, Information Management, SSN 
Replacement, and Accountability. 
Comment: The clause was added to ensure when new electronic systems are developed, 
or existing systems are modified, how these systems interact with the Social Security 
number reflects the policy of the University of Illinois. By creating these guidelines in 
conjunction with the Social Security number office, system developers and managers 
will have the information they need to inform their decisions. As the University moves 
towards more streamlined and unified electronic systems, developers working on either 
these larger systems should not be allowed to redefine University policy about 
confidential data. 
 
This section presumes that the guidelines created by AITS will not be considered 
completed until the campus Social Security number offices approve its form and 
content. 
 
 
“II.4 Phased Compliance Strategy Timetable 
 

II.4.1 Phase I generally consists of approving this policy, creating 
responsible offices, and broadly educating University personnel about 
Social Security number collection and usage; specifically phase I is the 
implementation or adoption of sections I.1, I.3, I.4, I.6, I.8, I.9, I.10, I.11, 
II.1, and II.3 of this policy statement 
II.4.2 Phase II prioritizes systems and services out of compliance, and 
begins remediating or replacing these; specifically phase II includes 
the definition and development of the infrastructure necessary to 
implement sections I.2, I.5, I.7, and I.12. 
II.4.3 Phase III completes remediation or replacement of systems out of 
compliance, and monitors and supports existing or developing systems 
and procedures. Phase III will be complete when every section of this 
policy statement has been implemented or adopted.” 

 
Category: Implementation 

SECTION II.3 

SECTION II.4 
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Comment: A few portions of the policy statement impose requirements that the 
University is not prepared to immediately meet, for example, the use of encryption 
when emailing Social Security numbers, or the adoption of a UIN. Meeting these 
requirements entails creating an infrastructure to support them. These sections make 
this explicit and provide the campus units implementing the policy some flexibility in 
timing. It is to be understood that a number of non-electronic legacy systems (e.g., 
microfilmed records) will not be remediated. 
 
 
“III.1 On each campus, the Social Security number office will be responsible for 
monitoring compliance with this policy. 
  III.2 During the implementation of this policy the Social Security number offices will 
jointly produce a biennial report describing the state of adherence to this policy 
statement, to be presented to the Provosts and President.” 
 
Category: Sustainability, Pan-Campus Coordination, and Accountability. 
Comment: These sections underline the ongoing nature of the role assigned to the 
Social Security number offices. The report produced every two years will provide these 
offices with a platform to identify noncompliance with the policy statement to those 
with the authority to enforce compliance. 
 
 
“III.3 An employee or student who has substantially breached the confidentiality of 
Social Security numbers may be subject to disciplinary action or sanctions up to and 
including discharge or dismissal in accordance with University and Campus policy 
and procedures.” 
 
Category: Sustainability, Pan-Campus Coordination, and Accountability. 
Comment: The policy team recognized that it was important to explicitly include 
language that provided for dismissal. This clause underscores the seriousness with which 
the University of Illinois regards the confidential nature of the Social Security numbers.

SECTION III.1 
AND 
III.2 

SECTION III.3 
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